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Sé: 1216/STTTT-CNTT Gia Lai, ngay 18 thang 7 nam 2023
V/v canh béo 15 hdng bao mat anh huong

cao va nghiém trong trong cac san pham
Microsoft cong bo thang 7/2023
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- B6 Chi huy Quan su tinh;
- Bo Chi huy Bo d6i bién phong tinh;
- Vian phong Tinh uy;
- Vian phong Poan dai biéu Qudc hdi va Hoi dong nhan dén tinh;
- Cac s0, ban, nganh thugc tinh;
- C4c hoi, doan thé ctia tinh;
- Uy ban nhan dan cac huyén, thi xa, thanh phé;
- Trung tam CNTT&TT tinh Gia Lai.

_ Ngay 11/7/2023, Microsoft da phat hanh danh sach ban va thang 7 voi 130
16 hdng bao mat trong cac san pham cia minh. Ban phat hanh thang nay dac biét
dang chu y cac 16 hong bao mat ¢6 mirc anh huéng cao va nghiém trong sau:

- 02 16 hdong bao mat CVE-2023-33160, CVE-2023-33134 trong
Microsoft SharePoint Server cho phép doi twong tan cong thuc thi ma tir Xa.

Trung tam Gidm sat an toan khong gian mang quéc gia (NCSC), Cuc An
toan thong tin (Bo Thong tin va Truyén thong) da phat hanh cac van ban canh
bao dién rong vé nhiing 16 hong anh huong dén Microsoft SharePoint Server
(noi dung nay So Thong tin va T, ruyen thong da guii cong van cho cac don vi dé
tw kiém tra, ra soat). Piéu nay cho thay Microsoft SharePoint Server van luén 1a
muc tiéu hang dau duoc cac ddi tuong tin céng c6 chu dich nham dén. Vi vay,
dé dam bao an toan thong tin cho hé thong caa don vi, S& Thong tin va Truyén
thong dé& nghi cac don vi chu dong ty ra soat 16 hong lién quan dén Microsoft
SharePoint Server dé phat hién va c¢6 phuong an xir Iy kip thoi, dong thoi ting
cudng giam sat nham giam thiéu nguy co bi tan cong thong qua cac 16 hong nay.

- L& hong bao mat CVE-2023-36884 trong Office va Windows cho phép
dbi twong tan cong thuc thi mi tir xa khi nguodi diung mé tép tai lidu cua
Microsoft Office do d6i twong tan cong tao ra. LS hong nay dang bi khai thac
trong thyc té.

- Lo héng bao mat CVE-2023-35311 trong Microsoft Outlook cho phép

d6i tuong tan cong thuc hién tan cong vuot qua co ché bao mat (Bypass). Lo
hong nay dang bi khai thac trong thyc té.

- L& hong bao mat CVE-2023-36874 trong Windows Error Reporting
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Service cho phép ddi twong tin cong thuc hién tin cong nang cao dac quyén. LS
hong nay dang bi khai thac trong thuc te.

- Lo héng bao mat CVE-2023-32046 trong Windows MSHTML cho phep
doi twong tan cong thuc hi¢n tan cong néng cao dac quyén. Lo hong nay dang bi
khai thac trong thuc té.

- Lo héng,béo mat CVE-2023-32049 trong Windows SmartScreen cho
phép doi tuong tan cong thuc hién tan céng vuot qua co che bao mat (Bypass).
L6 hong nay dang bi khai thac trong thuc té.

- 02 16 hdéng bao mat CVE-2023-32057, CVE-2023-35309 trong
Microsoft Message Queuing cho phép doi tugng tan cong thuc thi ma tir xa.

Thuc hién khuyén nghi cia Cuc An toan thong tin (Bo Théng tin va
Truyén thong) tai Cong vin s6 1261/CATTT-NCSC ngay 17/7/2023 v viéc 16
hong bao mat anh hudng cao va nghiém trong trong cac san pham Microsoft
cong bd thang 7/2023; S& Thong tin va Truyen thong tinh Gia Lai dé nghi cac
don vi, dia phuong kiém tra, ra soat, khac phuc kip thoi 16 hong bao mat anh
huéng mic cao va nghiém trong trong cac san pham Microsoft cong bd thang
7/2023, cu thé nhu sau:

1. Kiém tra, ra soat, xac dinh may str dung hé diéu hanh Windows c6 kha
nang bi anh huong bai 16 hong bao mat trén dé co6 phuong an xir 1y, khac phuc.
Thuc hién cap nhat ban va kip thoi cho cac 16 hong bao mat dé tranh nguy co bi
tan cong (Huwdng dan chi tiét tai Phu luc dinh kem).

2. Tang cuong giam sat va san sang phuong an xu 1y khi phat hién c6 dau
hiéu bi khai thac, tin cong mang; dong thoi thuong xuyén theo ddi kénh canh
bao cua cac co quan chirc nang va cac t6 chirc 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tdn cong mang.

7 S¢ Théng tin va Truyén thong dé nghi cac don vi, dia phuong phdi hop,
trien khai thuc hién./.
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Phu luc:

THONG TIN VE LO HONG BAO MAT ANH HUONG MUC CAO
VA NGHIEM TRQNG TRONG CAC SAN PHAM MICROSOFT

CONG BO THANG 7/2023 VA HUONG DAN XU'LY,
KHAC PHUC LO HONG BAO MAT

(Kém theo Cong van sé: 1216/STTTT-CNTT ngay 18 thang 7 nam 2023

ciia 86 Théng tin va Truyén théng tinh Gia Lai)

1. Thong tin cac 16 hong bao mat:

S6
TT

CVE

Mo ta

Link tham khao

CVE-2023-33160
CVE-2023-33134

- biém: CVSS: 8.8 (Cao)

- M6 ta: 15 hong trong
Microsoft SharePoint
Server cho phép ddi tugng
tn cong thuc thi ma tir xa.

- Anh huong: Microsoft
SharePoint Server.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-33160
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-33134

CVE-2023-36884

- biém: CVSS: 8.3 (Cao)

- Mb6 ta: 16 héng trong
Office va Windows HTML
cho phép ddi tuong tan
cong thyc thi ma tir xa.

- Anh hudng: Windows 10,
11, Windows  Server,
Microsoft Office.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36884

CVE-2023-35311

- Piém: CVSS: 8.8 (Cao)

- M6 ta: 16 héng trong
Microsoft Outlook cho phép
db6i tuong tin cong thuc
hién tin coéng vuot qua co
ché bao mat (Bypass).

- Anh huong: Microsoft
365, Microsoft  Office,
Microsoft Outlook.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35311

CVE-2023-36874

- biém: CVSS: 7.8 (Cao)

- Mo ta: 156 hong trong
Windows Error Reporting
Service cho phép dbi tuong
tan cong thuc hién tin cong
nang cao dac quyén.

- Anh huéng: Windows

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36874




S6
TT

CVE

Mo ta

Link tham khao

Server, Windows 10/11.

CVE-2023-32046

- biém: CVSS: 7.8 (Cao)

- Mo ta: 156 hong trong
Windows MSHTML cho
phép d6i tuong tin cong
thuc hién tin cong nang cao
dic quyén.

- Anh huéng: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-32046

CVE-2023-32049

- biém: CVSS: 8.8 (Cao)
- M6 ta: 15 hong trong
Windows SmartScreen cho
phép dbi twong tan cong
thuc hién tan cong vuot qua
co ché bao mat (Bypass).
- Anh huong: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-32049

CVE-2023-32057
CVE-2023-35309

- Dbiém: CVSS: 9.8
(Nghiém trong)

- Mb6 ta: 16 héng trong
Microsoft Message Queuing
cho phép ddi tuong tan cong
thue thi ma tir Xa.

- Anh huong: Windows
Server, Windows 10/11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-32057
https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-35309

2. Hwéng din khic phuc:

Thuc hién cap nhat ban va cho cac 16 héng bao mat noi trén theo huong dan

cta hang Microsoft. Cac don vi tham khao cac ban cap nhat phu hop cho cac san
pham dang sir dung tai link nguon tham khao tai muc 1 ctaa Phu luc.

update-review

3. Tai liéu tham khao:
— https://msrc.microsoft.com/update-guide/
— https://lwww.zerodayinitiative.com/blog/2023/7/10/the-july-2023-security-
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